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STATE OF ILLINOIS 
ILLINOIS COMMERCE COMMISSION 

 
Illinois Commerce Commission   ) 
On Its Own Motion      ) 
       ) Docket No. 17-0123 
Investigation into a Non-RES Third-Party   ) 
Warrant Process for Access to Customer   ) 
Advanced Metering Infrastructure Interval  )  
Meter Data.      )      
 

POSITION STATEMENT ON BEHALF OF  
THE ILLINOIS COMPETITIVE ENERGY ASSOCIATION 

 
The Illinois Competitive Energy Association, pursuant to the schedule as modified in the 

Administrative Law Judge’s (“ALJ”) Ruling dated September 15, 2019, respectfully submits this 

Position Statement.  As ICEA has noted consistently throughout the proceeding, no party has 

adequately addressed or ameliorated the fatal legal shortcomings raised by the AG and ICEA in 

their respective motions to dismiss (collectively “Motions to Dismiss”)1 or by Staff in its Reply 

Comments.   

ICEA is unable at this time to conclude that it would be impossible to create a bulk warrant 

system for non-RES third parties to access interval data that comply with legal requirements 

including Section 16-122 of the Public Utilities Act and the Commission’s Order in ICC Docket 

No. 15-0073.  Nevertheless, none of the proposals raised in this docket—including that appears to 

be the only active recommendation, labeled the “Joint Process Proposal”—meet these legal 

minimums.  Therefore, because no process in this docket meets the minimum legal standards, the 

Commission should not adopt any bulk warrant processes for non-RES third parties to access 

interval data at this time.  

                                                 
1 The AG’s motion was styled: The People of the State of Illinois’ Verified Motion to Dismiss Proposals for a Warrant 
Process for Unregulated Third Party Access to Meter Data; ICEA’s motion was styled: Verified Motion to Dismiss or 
in the Alternative Strike on behalf of the Illinois Competitive Energy Association.  Both were filed on October 11, 
2017. 
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I. 

INTRODUCTION 

II. 

PROCEDURAL HISTORY 

The AG and ICEA filed separate Motions to Dismiss to address the threshold legal issues 

in the present docket.  The Motions to Dismiss were ultimately denied in a Ruling dated May 3, 

2019 (“May 3 Ruling”).  The Motions to Dismiss were denied on the procedural basis that 

dismissal would frustrate the purpose of the docket and the content was more appropriate for 

comments. 

While the May 3 Ruling did not directly address the substance of the AG’s and ICEA’s 

arguments, it was also not completely silent by ordering that: 

Accordingly, verified Supplemental Initial Comments to address the concerns 
raised in the Motions must be filed by CUB/EDF and Elevate; other parties may 
also file Supplemental Initial Comments. Parties are encouraged to provide 
alternatives to their primary proposal in these comments.  

While not explicitly abandoning their initial positions, it appears that CUB/EDF, Elevate, and 

Mission:data (joined by Ameren and ComEd) in Reply Comments—filed over six months and two 

rounds of comments later—abandoned their initial recommendations for the Joint Process 

Proposal. 
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III. 

JOINT PROCESS PROPOSAL 

A. Process Generally 

The Joint Process Proposal was initially filed by several parties as part of Reply Comments 

dated December 7, 2018.2  Staff points out—and ICEA agrees—that the Joint Process Proposal is 

no longer a warrant process and instead is only “a more involved and potentially more expensive 

version of the existing Green Button Connect (“GBC”) process.” (Staff Surreply Comments at 3.) 

B. Tracking and Reporting Metrics 

C. Cost Estimates 

D. Cost Recovery 

According to the Joint Process Proposal, “The costs of enabling this process will be 

recovered through the utilities’ annual formula rate updates and shall not significantly exceed the 

cost estimates provided by the utilities in this proceeding.”  (See, e.g., Ameren Ex. 1.0 at 4.)  

Although one of the parties advancing the Joint Process Proposal, apparently ComEd does not 

agree with this aspect of the Joint Process Proposal.  ComEd argued that: “ComEd had no intention 

of suggesting that an arbitrary cap be imposed in this docket in contravention of the long-held 

prudence and reasonableness standard.” (Verified Response [to Cost Estimate Comments] of 

ComEd at 3.)   

Generally speaking, ICEA does not oppose utility cost recovery.  ICEA also generally 

understands Ameren and ComEd’s concerns that a detailed look into costs may yield new 

information that would change the estimates.  In the absence of the Joint Process Proposal, ICEA 

likely would not have opined on this issue.  However, the Joint Process Proposal has by its own 

                                                 
2 While parties including CUB/EDF/Elevate (fining jointly), ComEd, and Ameren all filed the Joint Process Proposal, 
ICEA will cite to Ameren Ex. 1.0 (filed concurrently with Ameren Reply Comments) for ease of reference. 
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terms limited utility cost recovery to not “significantly” above utility cost estimates provided in 

this docket.  The ALJ requested such estimates in a Ruling dated April 23, 2019.  Presumably, if 

the utilities believed this portion of the Joint Process Proposal was of such concern, they would 

not have agreed to it as part of a joint proposal.  What ComEd should not be able to do is pick and 

choose which aspects of the Joint Process Proposal the Commission should follow in the event it 

is approved (contrary to the opposition of the AG, Staff, and ICEA).   

E. Customer Privacy  

As explained in Section III.F infra, the Commission does not have direct authority over 

non-RES third parties.  As a result, the Commission is unable to impose enforceable obligations 

on non-RES third parties related to customer privacy.  For instance, unlike for ARES in ICC 

Docket No. 14-0701, the Commission cannot prevent non-RES third parties from selling customer 

data and cannot directly discipline non-RES third parties if they choose to do so.  (See, e.g., ICEA 

Reply in Support of Verified Motion to Dismiss or Strike at 8-9; ICEA Verified Motion to Dismiss 

or Strike at 9-10; ICEA Surreply Comments at 5 (citing Staff Reply Comments at 12).)  Unless the 

non-RES third party breached their own contract with the customer—a contract over which the 

Commission has no authority or control—there is no apparent legal right a customer could exercise 

to prevent or punish non-RES third party sale of the customer’s interval data.  (See, e.g., ICEA 

Verified Motion to Dismiss or Strike at 9-10.) 

F. Compliance with Legal Requirements 

1. Statutory Framework and ICC Docket No. 15-0073 

Section 16-108.6(d) of the Public Utilities Act provides in relevant part: 

The AMI Plan shall secure the privacy of the customer's personal information. 
"Personal information" for this purpose consists of the customer's name, address, 
telephone number, and other personally identifying information, as well as 
information about the customer's electric usage. Electric utilities, their contractors 
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or agents, and any third party who comes into possession of such personal 
information by virtue of working on Smart Grid technology shall not disclose such 
personal information to be used in mailing lists or to be used for other commercial 
purposes not reasonably related to the conduct of the utility's business. Electric 
utilities shall comply with the consumer privacy requirements of the Personal 
Information Protection Act. 

(220 ILCS 5/16-108.6(d) (emphasis added).) Section 16-122(a) of the Public Utilities Act provides 

in full: 

Upon the request of a retail customer, or a person who presents verifiable 
authorization and is acting as the customer's agent, and payment of a reasonable 
fee, electric utilities shall provide to the customer or its authorized agent the 
customer's billing and usage data. 

(220 ILCS 5/16-122(a).) The remainder of Section 16-122 refers specifically to units of local 

government or alternative retail electric suppliers. By definition, this docket is considering third 

parties that are not alternative retail electric suppliers. Thus, subsections 16-108.6(d) and 16- 

122(a) are the two of the core applicable statutory sections. 

Two landmark Commission Orders provide relevant background for this docket. First, in 

ICC Docket No. 15-0073, the Commission set out standard customer authorization language for 

non-RES third parties to obtain customer consent through the Green Button process. The 

Commission specifically carved out and did not address many legal issues related to Commission 

oversight over non-RES third parties. (See, e.g., ICC Docket No. 15-0073, Final Order dated 

March 23, 2016 at 28 (not addressing Commission legal authority over non-RES third parties 

except that it is “tenuous at best”)).) However, the Commission did identify certain legal issues 

that would have to be addressed for a bulk warrant process to be approved. In criticizing the bulk 

warrant proposals presented in that docket, the Final Order held:  

The Commission finds that the warrant process, as described in this proceeding, 
does not require that the third party be an agent, and as noted by the AG, it does not 
even require the third party to present verifiable authorization. Without this portion 
of the statutory language being addressed, the Commission cannot give approval 
for the warrant process at this time. 
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(Id. at 27-28 (internal citation omitted).) The Commission also held that the utilities are not 

required by statute to offer a bulk warrant process for non-RES third parties. (See id. at 28.) For 

these and other reasons, the Commission held: “[g]oing forward, if appropriate safeguards and 

processes are proposed, then approval for the warrant process may be possible.” (Id. at 28 

(emphasis added).) 

The Commission set out a clear legal minimum for considering a bulk warrant process 

from non-RES third parties: 

The Commission finds that the warrant process, as described in this proceeding, 
does not require that the third party be an agent, and as noted by the AG, it does not 
even require the third party to present verifiable authorization.  Without this portion 
of the statutory language being addressed, the Commission cannot give approval 
for the warrant process at this time.  

(ICC Docket No. 15-0073, Final Order dated March 23, 2016 at 27-28 (internal citations omitted); 

see also ICEA Motion at 5 (quoting and analyzing same passage).)  The Commission also directly 

addressed and rejected several parties’ arguments that a non-RES bulk warrant process should be 

approved despite concerns because it is useful: “Although the Commission acknowledges that a 

warrant process would be more convenient for non-RES third parties, the AG and the utilities have 

identified significant concerns.”  (Id. at 27.)   

While this docket involves non-RES access to data, it is instructive to look at RES access 

to glean additional guidance from the Commission’s previous actions.  In order for a RES to use a 

bulk warrant process for prospective or current customers, the RES had to take certain affirmative 

steps: 

. . . the Commission does not find that possession of an account number and/or a 
customer supply contract alone to be sufficient evidence of customer authorization 
to access highly detailed AMI-enabled data. 

(ICC Docket No. 13-0506, Final Order dated January 28, 2014 at 27 (current RES customers); see 

also id. at 29 (similar minimum requirements for prospective RES customers).) The Commission 



  

7 
 

further clarified in ICC Docket No. 14-0701 that for RESs, a standard disclosure in a document 

separate from the customer’s supply contract was required to provide “sufficient evidence of 

customer authorization.” 

2. The Commission Does Not Have Authority Over Non-RES 

ICEA noted repeatedly that the Commission does not generally speaking have authority 

over non-RES third parties.  At best, the Commission’s authority involves deputizing utilities to 

enforce on behalf of the Commission’s standards.  Even assuming arguendo that the Commission 

could deputize utilities to regulate non-RES third parties, the utility-based oversight would 

necessarily have limits. At best, the Commission could conceivably require utilities to require and 

enforce contractual terms between the non-RES third party and the utility—but not the customer. 

For example, there is no indication that the Commission can require the utility to be a party to the 

customer-non-RES third party agency relationship identified as a requirement in ICC Docket No. 

15-0073. As a result, no matter how the Commission defines what is or is not permissible, it will 

be impossible and both a legal and practical matter for the utility to monitor and enforce that 

relationship—even if the utility had the inclination to do so 

ComEd opposed in Supplemental Initial Comments an approach that would require 

deputizing the utilities (including, of course, ComEd): 

While it is true that the Commission may have the authority to order the utility to 
require non-RES third parties to post a bond or pay a penalty in the event of a 
breach, the Commission appreciates and has previously held that it is inappropriate 
to require the utilities to police non-RES third parties’ compliance with 
Commission orders. Moreover, even assuming that the Commission elected to 
exercise stringent oversight over the utility and its agreement with any non-RES 
third party, the fact remains that there is no avenue for bringing the third party 
before the Commission to address any grievance directly. Thus, utilities would be 
left with assorted breach of contract claims which in no way assist the aggrieved 
customer or remedy the harmed relationship between the customer and the utility. 
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(ComEd Supp. Initial Comments at 9 (internal footnotes omitted).)  ComEd appears to support the 

Joint Process Proposal, but did not repudiate this position. 

In addition, Staff presented a clear explanation of why Commission authority over non-

RES third parties is of paramount importance to this docket: 

While the Commission has the authority to create a warrant process, its authority 
does not extend to monitoring those third parties once a warrant is issued or to 
taking corrective against any third party should a consumer’s personal information 
be compromised. 

(Staff Reply Comments at 12.)  ICEA attempted to articulate a similar point in earlier filings in 

this docket: no party has explained how the Commission could discipline a non-RES third party 

for bad acts (such as selling a customer’s data)—or even know whether it is happening. 

With regard to enforcement, Staff argues: 

It is clear that the Commission possesses the requisite authority to institute a 
warrant process. . . .  

This does not mean, however that approving any of the specific third-party warrant 
processes proposed in this docket is well-advised, constitutes sound public policy, 
or is otherwise a good idea. In fact, the proposals so far fail to adequately address 
the numerous enforcement and consumer protection issues raised by the various 
parties and the proposals should be rejected accordingly. 

(Staff Reply Comments at 12.)  ICEA agrees with all of the points made by Staff—it does not 

make sense to rely on (potentially reluctant) utilities as enforcers, and while the Commission 

clearly has authority to create a warrant system generally the proposals to which Staff was 

responding did not address the Commission’s own standards for doing so.  (See id. at 12-13.) 

3. The Joint Process Proposal Should Be Rejected Because It Fails to Meet 
Legal Standards and Cannot Account for Lack of Authority Over Non-RES 

As explained in Section III.F.1, the Commission is not required to approve a bulk warrant 

process.  To the extent the Commission exercises its discretion in considering whether to approve 

an optional bulk warrant process, such bulk warrant process must have “appropriate safeguards.”  
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While “appropriate safeguards” appears to include a broader discussion of consumer protections, 

the Commission set as minimum requirements that a bulk warrant process: (1) establishes how the 

non-RES third party establishes an agency relationship with the customer, and (2) how requests 

will be verifiable.  Broader consumer protection issues include how consumer privacy is protected, 

subject to the threshold question of how such protections are enforced. 

No proposal in this docket meets these standards.  The same issues that the AG and ICEA 

raised in the Motions to Dismiss and raised again by Staff in Reply Comments remain outstanding 

with the Joint Process Proposal.  As ICEA noted in Surreply Comments: 

 It is still not clear how an agency relationship is established between the non-RES 

third party and the customer under the Joint Process Proposal, or what that agency 

relationship entails.  In fact, the Joint Process Proposal is completely silent on how 

an agency relationship would be initiated, its minimum requirements, and how that 

agency relationship would be monitored or regulated.  As Staff explained, based on 

ICC Docket No. 15-0073, agency it is a necessary component of any proposal.  

 The Joint Process Proposal requires that: “The third party must also present, acquire 

and retain the customer authorization form and comply with requirements (1) as 

ordered in ICC Docket 15-0073, (2) any applicable utility data service tariff 

approved by the ICC and (3) Company specific Green Button Connect My Data 

terms and conditions, to the extent they do not conflict with (1) or (2).”  (E.g., 

Ameren Ex. 1.0 at 1.)  As Staff pointed out, it is not clear how the Commission can 

require a non-RES third party to retain the authorization form—or even how it 

would be enforceable against the non-RES third party for purposes other than the 

utility cutting off data prospectively.  ICEA agrees with this critique. 
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In comments filed concurrently with the Joint Process Proposal, CUB/EDF/Elevate attempt 

to avoid these issues by suggesting that the Commission should not (or cannot) reexamine issues 

involving agency and authority: 

With respect to concerns of Commission jurisdiction and questions of agency, there 
is no difference between the Joint Process Proposal and Green Button. The 
applicability of other legal protections to non-RES third parties who access data via 
Green Button as opposed to through the Joint Process Proposal is exactly the same. 

(CUB/EDF/Elevate Reply Comments at 7.)  As a factual and legal matter, CUB/EDF/Elevate are 

incorrect.  First, if there is “no difference” between the Joint Process Proposal and Green Button 

Connect in any substantive operational way, ICEA is unclear why this proposal is being addressed 

in a docket to investigate bulk warrants and not to reform Green Button Connect.  As noted above, 

ICEA believes a discussion about reform of Green Button Connect specifically and data access 

processes generally (for both non-RES and RES) would be a good use of the parties’ and the 

Commission’s resources.  ICEA agrees with CUB/EDF/Elevate that increasing customers’ ability 

to use their data to get better energy-related services should be a Commission goal.  (See, e.g., 

CUB/EDF/Elevate Reply Comments at 8.)  However, CUB/EDF/Elevate’s argument has nothing 

to do with investigating specific bulk warrant processes.  Reforming Green Button Connect and 

other existing data access pathways should receive a full airing in a dedicated process or docket. 

Second, establishment of an agency relationship (or lack thereof) is at the very heart of the 

Joint Process Proposal.  In order to avoid problems with “credential sharing”—a practice raised 

by Mission:data that ICEA believes should be rooted from the market—the third party entering 

the customer’s data into Green Button Connect needs to establish an agency relationship with the 

customer.  Section 16-122(a) does not include an exception for when a third party is obtaining 

information from Green Button Connect, nor does it include an exception if the customer receives 

after-the-fact notice.  At minimum, the Commission should address the applicability Section 16-
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122(a) when a third party (whether or not it is a RES) signs up a customer for Green Button 

Connect through the Joint Process Proposal. 

Third, consumer protections remain a concern that no party adequately addressed.  The AG 

and Staff have addressed this issue thoroughly, as has ICEA.  If the Commission does not have 

authority over non-RES third parties, then the Commission’s ability to compel non-RES third 

parties to include minimum contract terms in their agreement with the customer remains unclear.  

(See ICEA Verified Motion to Dismiss or Strike at 11; Staff Reply Comments at 12-13; ICEA 

Reply Comments at 3-4; ICEA Response Comments at 13-14.)  The inability to compel such terms 

will also strip customers of legal rights to, for instance, not have their interval data sold.  In 

addition, while this docket has primarily dealt with threshold issues of Commission oversight and 

authority, additional questions remain.  These questions include record retention (or destruction) 

requirements for non-RES third parties holding customer account numbers or interval data (cf. 83 

Ill. Admin. Code § 412.170(d) (requiring RES agents to destroy customer account numbers in 

certain situations).)  For instance, must a non-RES third party delete interval data obtained through 

a warrant process after a specific period of time once authorization is terminated?  What if it 

becomes clear after the fact that the person granting the non-RES third party access did not have 

sufficient authority to do so?  It also remains unclear how the Commission could address not only 

bad acts by non-RES third parties, but also implementing best practices for data management.   

IV. 

CONCLUSION 

ICEA respectfully requests that the Commission not adopt the Joint Process Proposal or 

any other warrant process presented in this docket because none sufficiently address the essential 

legal issues presented by the AG, Staff, and ICEA.  The Joint Process Proposal and other proposals 
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do not meet the minimum requirements of Sections 16-122(a) and 16-108.6(d) as interpreted by 

the Commission in ICC Docket Nos. 13-0506 and 15-0075. 

 WHEREFORE ICEA respectfully requests that the Commission close this docket without 

approving any bulk warrant process. 

September 20, 2019 

       Illinois Competitive Energy Association 

       By: /s/ Michael R. Strong    
        One of its Attorneys 
 
       Michael R. Strong 
       Carter S. Plotkin 
       Funkhouser Vegosen Liebman & Dunn, Ltd. 
       55 W. Monroe Street, Suite 2300 
       Chicago, IL 60603 
       (312) 701-6848 
       mstrong@fvldlaw.com 
       cplotkin@fvldlaw.com 
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